«IlamsaTka o 0e3omacHocTu B cetu UHTEpHET»

IHamsTka 1151 00ydyaomuxcsi 00 MHPOPMALMOHHOM 0€30MACHOCTH J1eTel
HEJIb351

1. BceM noapsa cooOuiaTh CBOK YacCTHYIO HH(POPMAIUIO (HACTOSIIINE UMS,
bamumio, TenedoH, aapec, HOMEp MIKOJIbI, a Takke (GoTorpadguu CBOU, CBOCH
CEMBH U JIpy3eil);
2.  OTKpbIBaTh BIOKEHHBIEC (PAilsIbl JIIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb
OTIPABUTEIIS;
3. I'pyOuts, mpumupaThCsi, OKa3bIBaTh JAaBJICHUE — BECTU CE0s1 HEBEKIIUBO U
arpecCUBHO;
4. He pacniopspkaiicst fIeHbraMu TBOEH CeMbH 0€3 pa3perieHus CTapInx —
BCET/Ia CIIpaliMBal pOAUTENIEH;
5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMU B PEAJIbHOM KU3HU - IOCOBETYMCS CO
B3pOCJIBIM, KOTOPOMY JIOBEPSIENIb.

OCTOPOXHO
1. He Bce numyt npasay. Yuraems o cedbe Henpasay B MHTepHeTE — cO00IIM
00 3TOM CBOUM POJUTEIISIM WM ONIEKyHaM;
2. IlpurnamaroT nepenuchiBaThCs, UrpaTh, OOMEHUBATHCS — IPOBEPH, HET JIU
I10/IBOXa;
3. Hesakonnoe xonupoBanwue (aitioB B IHTepHETE — BOPOBCTBO;
4. Bcerna pacckaspiBail B3pOCIBIM O POOJIEMAX B CETU — OHU BCETAa IOMOI'YT;
5. Hcnonw3yii HaCTpOKKH 0€30MMACHOCTU U IPUBATHOCTH, YTOOBI HE MOTEPSTh
CBOM aKKAaYHTBI B COLICETSIX U APYIUX MOpTaax.

MO’KHO
YBaxkall Ipyrux MoJjib30BaTeeu;
[Tonp3yeubest THTEpHET-UCTOYHUKOM — JI€Jall CChUIKY Ha HETo;
OTKpbIBail TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;
OO6marbest 3a TOMOIIBIO B3POCIIBIM — POJIUTENH, ONEKYHBI U aIMUHUCTPALIHS
CalTOB BCEra MOMOTYT;
5. Ilpoitau o6yuenue Ha caiite «CETeBUYOK» M MOJIY4YH MACoOpT HU(PpoBOTO
rpaxaaHuHal

PO

C KaXIIbIM TOZIOM MOJIOJIC’KH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, & IITKOJTHHUKA
OJTHU W3 CaMbIX aKTUBHBIX MMOJIb30BaTeeit PyHera. Mexmay Tem, mOMUMO
OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET M IPOOIeMbI. ITa
IaMsITKa JOJDKHA IIOMOYb TeOe O€30I1acHO HaXOAUTHCS B CETH.




Komnbrorepubie BUpPYCHI

KoMIbroTepHbIii BUPYC — 3TO Pa3HOBHIHOCTh KOMITBIOTEPHBIX POIPaMM,
OTJIMYUTENIBHON OCOOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K PA3MHOXKEHUIO.
B nononHeHue K 3ToMy, BUPYChl MOTYT OBPEAUTH UM TOJHOCTHIO YHUUTOXHUTh
Bce (DaiJIbl M TaHHBIE, OJKOHTPOJbHBIE MOJIB30BATEN0, OT UMEHU KOTOPOTO ObLIa
3amyuieHa 3apaxéHHasi IporpaMma, a Takyke MOBPEAUTh WK JaKe YHUUYTOKUTh
OTIEpallMOHHYIO CUCTEMY CO BceMH (pailiiamu B 11e51oM. B GOJBIIMHCTBE CiTyyaeB
pacrpoCTPaHSAIOTCS BUPYChI YEPE3 UHTEPHET.

MeTo1bI 3aUThI OT BPELOHOCHBIX IIPOIPAMM:

1. Hcnonb3yii COBpEMEHHbIE ONEPALIMOHHBIE CUCTEMbI, UMEIOIINE CEPbEIHBIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX IPOTPaMM;

2. IlocrosHHO ycTaHaBiuBai nadytu (1M poOBbIe 3aIIaTKU, KOTOPHIE
aBTOMATUYECKH YCTAaHABIMBAIOTCS C LIETBIO JOPAOTKH MIPOTrPaMMBbI) U APyTHE
OOHOBJICHUS CBOEH OMNepaluoHHON cucTeMbl. CKaunuBal UX TOJBKO C
oduimanbHoro caira pazpadorunka OC. Eciiu cyliecTByeT pexxum
aBTOMAaTHUYECKOr0 OOHOBJIEHUS, BKIIOUHU €T0;

3. Pabotait Ha cBOEeM KOMIIBIOTEpE MOJ1 ITPaBaMU IOJIb30BATENS, a HE
aJIMUHUCTPATOPA. DTO HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPaMM
WHCTAJUIMPOBATHCS HA TBOEM NIEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnonp3yi aHTUBHPYCHBIE IPOrPaMMHBIE POAYKTHI U3BECTHBIX
MIPOM3BOJIUTEIICH, C aBTOMATHICCKHM OOHOBIICHHEM 0as3;

5. Orpanuuuth HU3NUECKUI JOCTYH K KOMIBIOTEPY 751 IOCTOPOHHMX JIULL;

6. Hcnmonw3yii BHENTHHE HOCUTENN WH(DOPMAIUH, TaKKe KaK ¢Ielnka, TUCK WIIn
(aiin U3 UHTEpPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7.  He oTkpbiBaii KOMIIBIOTEPHBIE (PAIbI, TOJTYUECHHBIE U3 HEHAIEAKHBIX
UCTOYHUKOB. [[axe Te Qailnbl, KoTopble Mpuciaan TBOK 3HAKOMBIN. Jlyuine yrounu
y HEro, OTIPaBJIsI JIU OH TeOE uX.

Cern WI-FI

Wi-Fi - 310 He BUJI Miepeiayn JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb OPEHJI,
mapka. Emie B 1991 rony Hunepnanackas KOMIaHus 3apeTUCTpUpoOBajia OpeH/I
«WECAY, uto o603nauano cnoBocouetanue « Wireless Fidelity», koTopsiii
MIEPEBOIUTCS KaK «OE€CTIPOBOIHASI TOUHOCTH.

Jlo Haiero BpeMeHH Jo1iia Apyras ab0peBuaTypa, KOTopas SBISIETCS] TAKOH e
TexHoJsoruen. 1o abbpeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO 1aHO C HAMEKOM
Ha CTaHAapT BHICIIHM 3ByKoBoM TexHuku Hi-Fi, 4To B mepeBoje o3Havaer
«BBICOKASI TOYHOCTHY.

Jla, OecraTHBIM MHTEPHET-A0CTYN B Kade, OTENSIX U a3poIopTax sABISAETCA
OTJIMYHOU BO3MOKHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTHE 3KCIIEPThI CUUTALOT,
yt0 obmieaoctynHble Wi-Fi ceTu He sBistoTCs 0e30macHbIMHU.




CoBeTbl 10 6€30MacCHOCTH paboTe B 00MIETOCTYTHBIX ceTssx Wi-fi:

1. He nepenaBaii cBOIO JIMUHYIO HHPOpMaIHIO depe3 odrienoctymabie Wi-Fi
cetd. PaboTas B HUX, JK€JIaTEIbHO HE BBOJUTH MAPOJIU JOCTYIA, JIOTUHBI U KaKUe-
TO HOMEpA;

2. Hcnonw3yit 1 OOHOBISH aHTUBUPYCHBIC IPOTpaMMBI U Opanamayep. Tem
caMbIM ThI 00€30MacuIlb ce0sl OT 3aKaYKU BUPyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonbzoBanun Wi-Fi otkmoun ynkuuio «O0mmii 1ocTyn K gaitinam u
npuHTepam». J[aHHas PyHKIMS 3aKphITA [0 YMOJIYAHUIO, OJJHAKO HEKOTOPbIE
MOJIb30BATENIN AKTUBUPYIOT €€ JIJIsl y100CTBAa UCIOJIL30BaHUS B paboTe min yuede;
4. He ucnonw3yit myoauunsiii WI-FI 115 nepenauun IMUHBIX JaHHBIX, HATPUMED
JUIS1 BBIXOJIa B COLIMAJIBHBIE CETH WJIM B DJIEKTPOHHYIO MOYTY;

5.  Hnonw3yii Tonpko 3amuiieHHoe coeaunenue yepes HTTPS, a e HTTP, T.e.
pu Habope BeO-ampeca BBOAM UMEHHO «https://»;

6. B moOmisHOM Tenedone orkimoun GyHkmio «[logkmouenne k Wi-Fi
aBTOMaTu4ueckm». He nomyckail aBTOMaTH4€CKOTO MOJKIIOUEHUS YCTPOMCTBA K
ceTsim Wi-Fi 0e3 TBoero cornacus.

ConmnajabHble ceTu

ConuanbHbIC CETH aKTUBHO BXOJIAT B HAIITY KU3Hb, MHOTHE JIFOJIA PA0OTAIOT U
JKUBYT TaM MOCTOSHHO, a B Facebook y»ke 3apeructpupoBaH MUJUIHAP]T YETOBEK,
YTO SIBISCTCS OJTHOM ceAbMOM BCEX JKUTEJICH IU1aHeThl. MHOTHE MOJIh30BaTEIN HE
MMOHUMAFOT, YTO HH(pOPMAITUs, pa3MEIIeHHAs UMH B COITUATBHBIX CETAX, MOXKET
OBITH HaliJIeHAa ¥ MCTIOJIB30BaHa KEM YTOJAHO, B TOM YHCIIE HE 00s3aTEIIBHO C
OJJaruMU HaMEpPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COIIUATBHBIX CETSIX:

1.  OrpaHuuuTh CUCOK JApy3eil. Y Te0s B Apy3bsiX HE JOJKHO ObITh CIIyYalHBIX
Y HE3HAKOMBIX JIIOJEH;

2. 3amminaii cBO YacTHYIO *u3Hb. He ykaspiBail maponu, TenedoHsl, aapeca,
JaTy TBOETO POXKJCHUSA U JAPYTYIO JIMYHYI0 HH(OPMAIUIO. 310yMBIIUICHHUKA
MOTYT UCIOJIb30BaTh Jayke HH(OPMAIUIO O TOM, KaK Thl U TBOU POJIUTEIH
IJIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3ammimaii CBOO peryTaIuio - JIEPKHU €€ B YUCTOTE U 3a7aBaii cebe BOIpoc:
X0TeJ OBl ThI, YTOOBI IPYTHE TTOJIH30BATEH BUACIH, YTO ThI 3arpyKaciiib?
[Togymaii, mpexie 4eMm 4To-TO OIyOJIMKOBAaTh, HATMCATh U 3arPy3UTh;

4.  Ecau Thl TOBOPUIIB C JIFOJbMH, KOTOPBIX HE 3HACIIIb, HE UCTOJIb3Yil CBOE
peayibHOE UM U JPYTYIO JIMYHYI0 HH()OPMAITUU: UMS, MECTO JKUTEILCTBA, MECTO
y4eObl U poyee;

5. UM3sbGeraii pazmemenus pororpaduii B IHTepHETE, T/IE THI H300paKeH HA
MECTHOCTH, 110 KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHHE;

6. [Ilpum perucrparuu B COIMAIBHON CETH HEOOXOIMMO HCITOH30BAThH CIOKHBIC
NapoJju, COCTOSIINE U3 OYKB U U(P U C KOJIUYECTBOM 3HAKOB HE MEHeEE &;




7. Jlnsg counanbHOM CETH, MOUYTHI M APYTUX CAHTOB HEOOXOIUMO HCIIOIb30BaTh
pasHbIe mapoau. Toraa eciau T€0s B3JIOMAIOT, TO 3J10YMBIIIJICHHUKH TTOJTy4YaT
JIOCTYII TOJBKO K OJJTHOMY MECTY, @ HE BO BCE Cpasy.

3J'ICKTp0HH]>Ie ACHbI'N

DJIEKTPOHHBIE JICHBI'H — 3TO OYEHb YAOOHBIN CIIOCO0 IUIATEXKEM, OJTHAKO
CYILIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JCHBIH.

DJIEKTPOHHBIE JIEHBI'H MOSBUIMCH COBCEM HEJABHO U UMEHHO U3-3a 3TOTO BO
MHOTHUX FOCYyAapCTBaX JI0 CUX IOP HE MPOIMMUCAHO PO HUX B 3aKOHAX.

B Poccun e onn QyHKITMOHHPYIOT U O HUX YK€ MPOIMKCAHO B 3aKOHE, T X
pa3AeNsaOT HA HECKOJBKO BHJIOB — AaHOHMMHBIE U HE aHOHUMHBIE. Pa3Huia B ToM,
YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi IPOBOAUTH Onepaluu 0e3
UJEHTU(PUKAIIMY TT0JIH30BATENIS, @ B HE aHOHUMHBIX UACHTU(DUKAIIUU
MI0JIb30BATEIIS SIBJISIETCS 00SA3aTENIbHOM.

Taxoke ciemyer pa3nuyaTrh AMEKTPOHHbIE (PUATHBIE IEHbIY (PaBHBI
roCyIapCTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbIC HEe()UATHBIE I€HBIU (HE PABHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30TaCHOM padOTe C AIECKTPOHHBIMU JIEHbraAMU:

1. TlpuBsbku kK cueTy MOOMIBHBIN TeaedOH. DTO caMblil yTOOHBIN U OBICTPHIA
CII0Cc00 BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBsizaHHbIN TenePOH MOMOXKET, €CITU
3a0yIelIb CBOM TJIATSKHBINA MAPOJTh WM 3aiICIIh Ha CAUT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonw3yit omHOpa3oBkie maposn. [locne mepexoia Ha YCHICHHYIO
aBTOPU3AITUIO TeOE yKe HE OYJIET YrpoKaTh OMACHOCTh KPaKU MJIU TIepexBara
TUTATEKHOTO MapOJIs;

3. Bribepu crnoxxsbrit mapoinb. [IpectynmHukam OyAeT He MPOCTO yraaath
CIIO>KHBIN mapoiib. HaiexxHbie mapoy — 3TO Mapoiu, KOTOPhIE CoAepk aT He
MeHee 8 3HAKOB U BKITIOYAIOT B ceOsI CTPOYHBIE M MPOMHUCHBIE OyKBHI, IU(PHI U
HECKOJIbKO CUMBOJIOB, TAaKHE KaK 3HAK Jl0Jiapa, PyHTa, BOCKIUIATEIbHBIN 3HAK 1
T.11. Harmpumep, $tROng!;;

4. He BBOAM CBOM JTUYHBIC JaHHBIC HA CalTaX, KOTOPHIM HE IOBEPSICIIIb.

JJIeKTPOHHASA MO4YTA

DJIEKTPOHHAS TTOYTa — 3TO TEXHOJIOTHS U IPEAOCTABIISIEMbIC €10 YCIYTH 110
MEPECHUIKE U MOTYUYECHHIO AJIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE paCIpEICTsIOTCS B
KOMIBIOTEPHOU ceTh. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN SIIUK BBITIISIAT
CJICAYIOIIMM 00pa30oM: UMSI_TOJb30BaTeNA(@uMs_foMeHa. Takke KpoMme nepeaadn
MPOCTOTO TEKCTA, UMEETCSI BO3MOXXHOCTh NIepeaBaTh (paiibl.




OCHOBHBIE COBETHI IO O€30IMaCHOM pabOTe ¢ AJIESKTPOHHOM MOYTOM:
1. Hano BrIOpaTh MpaBHIIbHBIN TTOYTOBLIN CepBUC. B MHTEpHETE €CTh OTPOMHBIIA
BBIOOP O€CIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIE JJOBEPSTh TEM, KOTO
3HACIIb U KTO NIEPBBIM B PEUTHHIE;
2. He yka3siBail B TMUHOM MOYTe TUUHYIO HHpopMatuio. Hanpumep, myurie
BBIOpATh «My3bIKaJIbHBIN _(panat@» unu «pok2013» BmecTo «temal3»;
3. Hcnonp3yit AByXATANHYIO aBTOPHU3ALIMIO. DTO KOT/Ia IOMUMO NapoJisi HY>KHO
BBOJUTH KOJ, IPUChUIaeMblii 10 SMS;
4. BpiOepu COXKHBIN maposb. s kKaxa0ro moYTOBOro SIIKUKa T0JKEH ObITh
CBOM HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NapOJIb;
5. Ecnu ecTh BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOMPOC, UCTIOTIB3YH
9Ty BO3MOXKHOCTb;
6. Hcmonb3yi HECKOIBKO MOYTOBBIX AMTUKOB. [1epBhIil 11 YaCTHOMW MEePENUCKH
C ajipecaTaMu, KOTOPBIM Thl JOBEPSIEIIb. DTO AIEKTPOHHBIN aJpec HE HAJ0
UCTIOJIB30BaTh MPU PETUCTPALIMU Ha POpyMax U caiTax;
7. He oTkpsiBaii (haiinpl U JpyrUe BIOKEHUS B MUCbMaX JAXe €CIM OHU MPHILLIN
OT TBOMX Jipy3ei. Jlydille yToOuHM Yy HUX, OTIPABJISLIIN JIM OHU TeOe 3Tu (aiiibi;
8. Ilocne okoH4yaHus pabOTHI HA TOYTOBOM CEPBHCE MEPE]l 3aKPHITHEM BKJIAIKU
C caliToM He 3a0y/Ib HaXKaTh Ha « BBIATHY.

Ku0epOy1sIMHT WK BUPTYaJIbHOE U31€BATEIbCTBO

KubepOymuHr — npecienoBanne cOOOMEHUIMH, COACPKAITIMHU OCKOPOICHMS,
arpeccuto, 3alyTruBaHNE; XyJIUTAaHCTBO; COIMAIIbHOE OOMKOTHPOBAHUE C TIOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pbOE ¢ KNOEPOYIITMHIOM:

1. He Opocaiics B 60ii. JIyuminii cioco0: MOCOBETOBATHCS KaK ce0sl BECTH U,
€CJIM HET TOT0, K KOMY MOKHO OOpaTUThCS, TO BHAYAJIE YCIOKOUTHCS. Eciu T
HaYyHElIb OTBEYATh OCKOPOJIECHUSAMH Ha OCKOPOJICHMS, TO TOJIBKO eIle 0O0JIbIIIe
pazoAOKeIb KOH(IIUKT;

2. Ympasmsii cBoeil kubeppenyTaluei;

3. AHOHUMHOCTH B ceTd MHUMas. CyIleCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTu XyJUTaHCKUN 00pa3 BUPTyaIbHOU kxu3HU. IHTEpHET
buKCcUpyeT BCe TBOU JACUCTBUS M COXPAHIET UX. Y JAIUTh UX OyJeT KpaiiHe
3aTPyJHUTEIBHO;

5. CoOmronait cBOM BUPTYaIbHYIO YECTh CMOJIOY;

6. HWrnopupyit enuanuHbiil HeratuB. OJIHOPA30BbIE OCKOPOUTEIbHbBIE
COOOIIeHMSI JTy4Iiie UTHOpUpoBaTh. OOBIYHO arpeccusi MpeKpaIaeTcs Ha
Ha4vaJbHOM CTaIUH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMU, B
COIMAIBHBIX CETSIX €CTh BOBMOXKHOCTh OJIOKMPOBKHU OTIPABKH COOOIIECHUN €
OTIPEJICIICHHBIX aJIPECOB;




8.  Ecnu b1 cBUnETENH KUOEpOysuMHra. TBOM NEHCTBUS: BBICTYIIUTH TPOTHUB
Ipeciie1IoBaTeNs, MoKa3aTh €My, UTO €ro JEUCTBUS OLICHUBAKOTCSA HETATUBHO,
TOJIJIEPYKATh KEPTBY, KOTOPOU HYKHA TICUXOJIOTHYECKAS TIOMOIIb, COOOITUTH
B3POCIBIM O (haKTE arpeCCHBHOTO TIOBEICHHUSI B CETH.

MooOuabHbIN TeepoH

CoBpemeHHbIe cMapT(HOHBI U TUTAHIIETHI COJIEPkKaT B ce0e BIOJIHE B3POCIIbIN
(GyHKITMOHAN, U TeTIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMHU
KoMmbroTepamMu. OgHAKO, CPEACTB 3aIIUTHI JJIs1 TOAOOHBIX YCTPOUCTB MTOKA OYCHD
Maiio. TecTupoBaHUE U TTOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TaK
WHTEHCUBHO, Kak 1 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKEHHUH.

CoBpemeHHbIE MOOMIIBHBIE Opay3ephl yKe MPAKTUUECKH JIOTHAIN HACTOJIbHBIC
aHaJIOTH, OJJHAKO pacHIMpeHue (PYHKIMOHAIA BICYET 32 cO00 O0IbIIYIO
CJ0>KHOCTh U MEHBIIYIO 3aIIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOIUTEH BHITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIIHE
KPUTUYECKUE YS3BUMOCTH JIJIsl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI /JIs1 0€30MaCHOCTH MOOMIBHOTO TenedoHa:

1. Hwuuero He sBisieTcs no-HacTosIeMY OecruiaTHbIM. By b ocTopokeH, Beb
Korja Tebe mpenararoT 6ecIuiaTHBIN KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHe-
TO TUIATHBIE YCITYTH;

2. ywmaii, npexzae ueM oTnpaBuTh SMS, ¢hoTo niu Buaeo. Thl TOUHO 3HACIIID,
I/ OHU OyyT B KOHEUHOM UTOre?

3.  Heo6xoaumMo 0OHOBIATE OMEPAITMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4. Hcnonp3yil aHTUBHPYCHBIE IPOTrpaMMbl 111 MOOUITBHBIX TeNIe()OHOB;

5. He 3arpyxaii npuiioKeHUsI OT HEU3BECTHOTO HCTOYHHKA, BEJlb OHH MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIeYeHUE;

6. Ilocie Toro kak Thl BBIAJIEUIb C cailTa, i€ BBOAMII JUYHYIO HHPOPMALIUIO,
3ai/In B HACTPOMKM Opay3epa U yaaiu cookies;

7. Tlepuoanudecku mpoBepsid Kakue MIaTHbIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8.  [laBaii cBO¥i HOMEP MOOMIBHOTO TeNe(hOHA TOIBKO JFOJISIM, KOTOPHIX ThI
3Haellb U KOMY JIOBEpsICIlIb;

9. Bluetooth nomken ObITh BBIKIIIOUEH, KOT/IA Thl UM HE TOJb3yembes. He
3a0bIBail HHOTJA TPOBEPSTH ITO.

Online urpsbi
CoBpeMeHHBIE OHJIAMH-UTPBI — 3TO KPACOYHBIE, 3aXBaTHIBAIOLIME PA3BICUCHMUS,

OOBEAUHSIOIINE COTHH THICSY YEJIOBEK 110 BceMy Mupy. Urpoku uccneayrot
JAHHBIM UM MHp, OOLIAIOTCS IPYT C APYTOM, BBIOJHSIOT 3aJaHUs, CPAXKaAIOTCS C




MOHCTpPAaMH U TMOTYYalOT OMBIT. 32 YJIOBOJBCTBUE OHU IUIATST: MOKYMAIOT JWCK,
OTUTAYMBAIOT a00OHEMEHT WM MPUOOPETAIOT KaKKUe-TO OIIIUH.

Bce aTu cpenctBa uayT Ha MOAJIEPAKAHUE U PA3BUTUE UTPHI, a TAKXKE HA caMy
0€30MaCHOCTb: COBEPIIICHCTBYIOTCSI CUCTEMbI aBTOPU3AIMH, BBIITYCKAIOTCSI HOBBIC
natyu (1udpoBbIe 3aIUIaTKU JJIsl TPOTPaMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B no106HBIX Urpax CTOUT OIAcaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CMCTEMa aBTOPHU3AIMU OOJBITUHCTBA
urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecnu npyroii urpok BeZeT ceds MI0X0 WK CO3/1aeT TeOe HENPUATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxanyiica aAMHUHHCTpATOpPaM UIPbl Ha IJIOXOE MOBEACHHUE ITOTO UTPOKA,
YKEJIATEIbHO NPWIOKNATHh KAKHE-TO JTI0KA3aTEIbCTBA B BUJIE CKPUHOB;

He yka3biBail 1nuHyto uH(pOpMaIuio B npodaiiie urpbl;

YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaili Heo(uuuanbHble aTYU U MOJBL;

Hcrnons3yi ClI0KHBIE U Pa3HbIE APOIIH;

Jlaxxe BO BpeMsl UT'PbI HE CTOUT OTKJIFOUaTh aHTUBHpPYC. [I0Ka ThI urpaenis,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

NoOhkow

OUIIMHT WIH Kpaika JUIHbIX JAaHHbIX

OOBIYHOM KpaKkell IeHEeT U IOKYMEHTOB CErOJHs YK€ HUKOro He yauBUfIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJIOTUM 3JI0YMBIIIJIEHHUKHN [TIEPEMECTUIINCH B UHTEPHET,
Y IPOJOJIKAIOT 3aHUMATHCS «JTFOOUMBIMY JIEJIOM.

Tak mosiBUIach HOBAs yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (DUIIIMHT, TJIaBHAS
IIEJTb KOTOPOTO COCTOUT B MOJyYeHUN KOHPUACHIIMATBHBIX TaHHBIX
M0JIb30BaTENe — JIOTMHOB U naposiei. Ha anrnmiickoM si3bike phishing unraercs
kak ummHr (0T fishing — prIOHAs J10BIIA, password — mapoJib).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI IO/103peBaetib, 9To TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ M COOOIIUTH aIMUHUCTPATOPAM
pecypca 06 3TOM Kak MOXKHO CKOPEE;

2. Hcnonw3yii 6e3omacHbie BeO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB U
MTOVICKOBBIX CUCTEM;

3. Hcmonw3yii cinoxHbie B pa3Hble Tapoiau. Takum oOpazoM, eciu Te0s
B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH MOTy4YaT JOCTYI TOIBKO K OJHOMY TBOEMY

npo U0 B CETH, a HE KO BCEM;




4.  Ecnu Tebs B310Mau, TO HEOOXOAUMO NPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE T00aBJIEHBI Y TEOS B IPY3bIX, O TOM, UTO T€OS B3JIOMAJI U, BO3MOXKHO,
OT TBOETO UMEHHU OYJET pacchljIaThCsl CllaM U CChUIKM Ha (PUIIMHTOBBIE CANTHI;

5. VYcranoBu HaaexHbIH napoas (PIN) Ha MOOMITBHBIN TeneoH;

6. OTkII0YM COXpaHEHHE Mmaposisi B Opay3epe;

7. He otkpsiBaii (haiiabl U Jpyrue BIOKEHUS B MHUCbMaX JAXe €CIM OHU MPUILLITN
OT TBOMX Jipy3ei. Jlyulie yTouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailiibl.

udposas penyrauus

[udposas pemyTtaius - 3T0 HETaTUBHAS UM TTO3UTUBHASI HHPOPMAIIUS B CETH O
tebe. Komnpomerupyrorias nHdopMaius pa3MeIieHHasi B MHTEPHETE MOXKET
CepbEe3HBIM 00Pa30M OTPA3UTHCS HA TBOEH peanbHOM ku3HH. «[{udposas
penyTanus - 3TO TBOH UMUK, KOTOPBINA (hopMupyercs u3 nHpopmManuu o Tede B
WHTEpHETE.

TBOE MECTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, 0COOCHHOCTH
XapaKTepa U PaccKas3bl 0 OJU3KUX — BCE ATO HAKATIJIMBACTCS B CETH.

MHorue moApOCTKH JISTKOMBICJICHHO OTHOCSITCS K ITyOJIMKAIH TUIHOM
uHpopMaluu B IHTepHETE, HE TOHUMAst BOBMOXKHBIX IMOCIEACTBUM. ThI naxe He
CMOJKEIIIb JJOTaJaThCsl 0 TOM, 4TO doTorpadusi, pa3MenieHHas 5 JIeT Ha3al, cTajia
MPUYUHON OTKAa3a MPUHATH TEOs Ha padoTy.

KomMmenTapuu, pazmenienue TBoux pororpaduii U Apyrue NeUCTBHUI MOTYT HE
MCYE3HYTh JAXKE MOCIIE TOT0, KaK Thl UX YJAIHILIb. Thl HE 3HACIIb, KTO COXPAaHUII
3Ty HH(OpMaIHMIO, ITONaNa JIM OHA B IOUCKOBBIE CUCTEMBI M COXPAHMIIACh JIU OHA, a
IJIABHOE: YTO MOAYMAIOT O T€0E OKpY Xk arollee 01, KOTOPbIe HAWIYT U YBUJIAT
»T0. HaliTn nH(opmManuio MHOTO JIET CIyCTs CMOXKET JIF000M — Kak U3 100pbIX
noOyXAeHUH, TaK U C HAMEPEHUEM NIPUUUHUTH BpPea. ITO MOXKET ObITh KTO
YTOJTHO.

OCHOBHBIEC COBETHI 110 3aIlUTE U(PPOBOH peryTaluu:

1. Tlomymaii, mpexkie 4eM 4TO-TO IMyOJIMKOBATh U MIepeiaBaTh y cebsi B Oore
WA B COIMAILHOM CETH;

2. B nactpoiikax mpoduiis yCTaHOBU OTPaHUYCHHS HA IIPOCMOTP TBOETO

po IS U €ro COACPIKUMOTO, CACTIAl €ro TOJBKO «IUISl IPYy3ei»;

3. He pa3memaii u He yKa3biBail HHPOPMAIIHIO, KOTOPask MOKET KOro-Tu00
OCKOPOJIATh MK OOMXKATh.




ABTOpCKOE IPaBo

CoBpeMeHHbIE MKOJbHUKNU— aKTUBHBIE MOJIH30BaTENN ITU(POBOTO MPOCTPAHCTRA.
OpHako maneko He BCE 3HAIOT, YTO MOJH30BAHIE MHOTUMHU BO3MOXXHOCTSIMU
uudpoBoro mupa TpedyeT coOII0IeHUS MPAB HA UHTEIJIEKTYaJIbHYIO
COOCTBEHHOCT.

TepMUH «MHTEJUICKTyalIbHasi COOCTBEHHOCTHY» OTHOCHTCS K Pa3IMUYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAYMHAs C HOBBIX N300PETCHHIA U 3HAKOB,
0003HaYaIOMINX COOCTBEHHOCTh HA MPOYKTHI U YCIYTH , U 3aKaHYNBasi KHUTaMH,
dboTorpadusiMu, KUHOPHUIBEMAMHU ¥ My3bIKQIbHBIMU MTPOU3BEICHUSIMHU.

ABTOpCKHE TIpaBa — 3TO IIpaBa Ha HHTEIJIEKTYaIbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEICHUS HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHUE MpaBa BHICTYNAIOT B
KaueCTBE TapaHTHH TOTO, YTO WHTEIUICKTYbHBIN/TBOPUECKHN TPY1 aBTOpa HE
OyJeT HampacHbIM, AaCT €My CIIpaBeJIMBbIe BO3MOKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOEro Tpy/a, HOJy4YUTh U3BECTHOCTh U npu3HaHue. Hukro 0e3
pa3penieHus aBTopa He MOKET BOCTIPOM3BOIUTH €r0 MTPOU3BEICHUE,
pacnpocTpaHsTh, IyOIUYHO JEMOHCTPUPOBATH, IPOAaBaTh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJINYHO UCIIOJIHATD, TOKA3bIBATH/UCIIOIHSTH B dPUPE UITU
pa3menate B IHTEpHETE.

Hcrnonb3oBaHne «IUPATCKOTO» MPOTPaMMHOTO 00€CTIeueHUsT MOXKET MPUBECTH K
MHOTUM pPUCKaM: OT HOTEPU JAHHBIX K TBOMM aKKayHTaM J10 OJIOKMPOBKHU TBOETO
YCTPOMCTBA, T/I€ YCTAHOBIICHHBIN HE JIeTalibHas nporpamma. He crout takxke
3a0bIBaTh, UTO CYIIECTBYET JETralibHbIE U OECIUIaTHBIE MPOTPAMMbI, KOTOPBIE
MOYKHO HANTHU B CETH.




